link

Cyber Defense

skay

Security starts here.




Skaylink GmbH

Data First:
Governance & Ki
zusammen denken,

4
- - - \
priorisieren, gestalte
\
Security & Compliance fur Copilot, Agents und '
Unternehmensdaten




Skaylink General\ Internal

Data Security Roadmap Microsoft
Purview

Insider Risk Management
Identify and act on insider risks with an integrated
end-to-end approach

— ~
([ oma N[ Sy [ om
N~ N\ N

Audit Premium DSPM for Al

Discover and secure all Al activity

Advanced Data Classification / Advanced Data Loss

5 Advanced Information Protection Prevention Power your forensic and N .

E Advanced Classifier, Rule based classification —_ ~ compliance investigations + (365 in Microsoft Copilot, agents, and
i ’ DLP days+ more signals captured) other Al apps.

| i Policies ) Policies

[ MICROSOFT Exact Data Trainable Auto Applied s K-

1 Match Classifiers 1 Labels 1 . . S

i| 365ES ! Double Key ' ‘ ‘ eDiscovery + Premium Al Al website
i " Encryption - M365 RMS decryption Data Review interactions visit

5 I ea"‘s Copilot OCR / Re-indexing

i [

Activit Adv.
On-demand y Message
Explorer E .
ncryption ] Edge DLP rule Sensitive
Endpoint Activit match info types
1

Data Classification Information Protection Data Loss Prevention Audit Standard
Define and explore relevant Know, classify, & protect sensitve Prevent sensitive information from Power your forensic and
content in your Org. information leaving your organization compliance investigations (180
days)

—
Sensitive Info Types gnsitivity\ m / ’D-LP\) __________________
* Built-in M:anbue;ﬁy ) m N\ Policies/ eDiscovery Standard

Discover, preserve, collect,
« Custom SITs \ — ~ Groups/ — m process, cull, and analyze your

data in place

MICROSOFT
365 E3

Included in ME3

Sites

Included in ME5
Compliance

Basic Message Encryption

Pay as you go billing

skaylink



Skaylink General\ Internal

Zero Trust Framework

Thinking from a data
perspective

4 )
. Endpoints — . — Identities .

- J

Have you secured your most valuable treasure: your data? skaylink




Classifiers, Labels and
Categories




Generative Al

Al Security via Microsoft Purview

Restriction and logging of functionalities
in Al

Data Loss Prevention Policies
Data Security Posture
Management for Al

Microsoft Defender Solutions into
consideration:

« Defender for Cloud Apps

« Defender for Endpoint

Recognition of
generative Al via
Defender for cloud

apps
Recognition Automated auditing and
blocking of shadow Al

Protection against the
loss of sensitive data
to Al with Defender for
Endpoint

Protection



.‘ Endpoint Al Prot_

Trying to use unallowed Browser Trying to use unmanaged Al

Q Type here to search

Recent Quick searches

|
g WIS FOREISHEl Focus settings Sound settings

O Opera Browser Bluetooth & devices  Display settings

This app has been blocked by your system

administrator.
Contact your system administrator for more info.

| copytodipboard | | close |

3




Endpoint DLP .

Trying to upload sensitive data to unmanaged Al

@ Microsoft Purview

WARNING

Drop your files here




DLP for Microsoft
365 Copilot

Trying to prompt Sensitive Info Type (Password) to Microsoft 365 Copilot Chat

or reach out to your IT admin for assistance.




Classifier in Al

Trying to prompt Sensitive Info Type Trying to prompt Sensitive Info Type
(IBAN) to ChatGPT (Password) to Gemini

() https;//chatgpt.com )s://gemini.google.com/app

ChatGPT @ Microsoft Purview ’ Signup forfree  (2) Gemini ¥ Microsoft Purview : o
= # Upgrade durchfiihren

2.5Flash « Your action has been blocked due to your organization's policies.

Check Complete
1345678932

0 Your action has been blocked due to your organization’s policies.

earn more
o -“

Password: jkdfsahe+*2!

+ 2% Tools

Priife deine Internetverbindung und versuche es noch einmal

ee Cookie Preferences




Data Security Posture
Management for Al &
Policies




Data Risk Assessment

Identify:
Review assessment results and detect sensitive data access. Data Loss Prevention:
Restrict Microsoft 365 Copilot /
Protect: unmanaged Al from processing content

Limit Copilot & agent access; apply labels and retention

Monitor: ',b

Continuously review SharePoint sites, permissions, and access.

Copilot

Total items Sensitivity labels on data Sharing links accessed by anonymous or external users (last 30 days)

Labeled

| K]

Not labeled




DSPM for Al

. DSPM for Al Apps and agents (preview)

-
B overview Understand the depth and breadth of Microsoft Purview protection for Al applications and agents in the last 30 days.

Recommendations
Apps  Agents

Reports
Apps and agents " () Refresh 4 Export = Group list ~ [T3 Edit columns

Policies
~ Alapp Protection status User trend Prompts trend Response trend Data protection Data compliance Agents

Microsoft Copilot Studio (1) Based On.
Copilot experiences & agents (3] o e
pilot exp gents 3 Sensitive Info Types

Labels

Copilot in Fabric No data available

Trainable Classifier
«  Enterprise Al apps (1) CO"eCtion POIiCieS
@ @ Monitore le » 0 s 0 Policies 0 .

Data Loss Prevention
v Other Al apps (3)
Policies
Defender for Cloud

Apps




DSPM for Al

Activity explorer

Refresh

Temestamp (UTC)

Sample DSPM

Al Interaction

© Some data may not be awslable.

» Activity details

* User details

User

App details

Al app categary

higent name

* Interaction details

Prompt

ensitive info types de

policy for Al

Timestarnp: 33

[ e
om DSPM (preview) 7 A Fiter

Record (D
User risk

4 Export selected item

Aty type

Al websi

DLP rule match

Agents involved: Any  User partic

Al website visit

1 Some data sy not be available.

Timestamp

Agent name
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