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Die KI sieht und kann alles!?



Was wir/ich 

täglich erleben

HB: Management: Mitarbeiter verschwenden Stunden mit „KI-Schrott“

https://www.handelsblatt.com/karriere/management-mitarbeiter-verschwenden-stunden-mit-ki-schrott-01/100182004.html
https://www.handelsblatt.com/karriere/management-mitarbeiter-verschwenden-stunden-mit-ki-schrott-01/100182004.html
https://www.handelsblatt.com/karriere/management-mitarbeiter-verschwenden-stunden-mit-ki-schrott-01/100182004.html


Was wir/ich 

täglich erleben

Trumps Cybersecurity-Leiter fütterte ChatGPT mit vertraulichen Infos

https://winfuture.de/news,156489.html
https://winfuture.de/news,156489.html
https://winfuture.de/news,156489.html
https://winfuture.de/news,156489.html


Was wir/ich 

täglich erleben

Trump’s acting cyber chief uploaded sensitive files into a public version of ChatGPT - POLITICO

https://www.politico.com/news/2026/01/27/cisa-madhu-gottumukkala-chatgpt-00749361
https://www.politico.com/news/2026/01/27/cisa-madhu-gottumukkala-chatgpt-00749361
https://www.politico.com/news/2026/01/27/cisa-madhu-gottumukkala-chatgpt-00749361


Was wir täglich 

erleben

Der Copilot ist NICHT das Problem. Es ist vielmehr Folgendes... - YouTube

https://www.youtube.com/watch?v=7dxej90nEfI
https://www.youtube.com/watch?v=7dxej90nEfI
https://www.youtube.com/watch?v=7dxej90nEfI


Stephanus A. Schulte

Sr Partner Solution Sales Manager
Security SMB



Microsoft 

KI Model+X
(base model)

Azure OpenAI

Service

Azure Subscription

Tenant (Customer)

Microsoft Cloud

(the Research Institute)

GPT-x

(model)

AI Service

Web Service / API

Copy

(Instance)

Tuning

by OpenAI

The basic architecture how Microsoft uses OpenAI
technology



"Wenn Du ein Schiff bauen willst, so trommle 
nicht Menschen zusammen, um Holz zu 
beschaffen, Werkzeuge vorzubereiten, Aufgaben 
zu vergeben und die Arbeit einzuteilen, 
sondern lehre die Menschen die Sehnsucht
nach dem weiten endlosen Meer ."

Antoine de Saint-Exupery,
"Die Stadt in der Wüste“ (1944)
Franz. Schriftsteller (1900 - 1944)

http://www.quotationspage.com/quotes/Antoine_de_Saint-Exupery/
http://www.quotationspage.com/quotes/Antoine_de_Saint-Exupery/
http://www.quotationspage.com/quotes/Antoine_de_Saint-Exupery/


"Wenn Du KI Nutzung willst, so trommle nicht 
Menschen zusammen, um Prompts zu 
beschaffen, 
sondern lehre die Menschen die Sehnsucht
nach gesteigerter, einfacherer Produktivität in 
ihrem speziellen Kontext und Usecase."

Stephanus Schulte,
“Prompting Perception Bias“ (2024)
Microsoft PSA

https://st-s.info/


KI Prompt Design

Für jede Anfrage:

Input

Output

Input Output



KI Prompt Design

Für jede Anfrage:

{information / context }

{instruction}

{prompt} 

{response} 

Input

Output

{information}

{instruction}

{prompt} 

{response}

Input Output



KI Prompt Design

Für jede Anfrage:
Input

{information / context }

{instruction}

{prompt} 

{Text / doc 1, doc 2 / … }

Using the context above try to 
answer the following question or 
answer "I don't know" if the 
answer cannot be found in the 
provided context. Output in 
German and JSON. 

Question: {query}

Output
{response} Answer: {output}

{information}

{instruction}

{prompt} 

{response}

Input Output



otherSQL DBLOB BlobsAzure 

Files

Cosmos 

DB

Enterprise Data

{response}

Vereinfachte Architektur

App / UI

Orchestration

understand user-intend & check Responsible AI 

query request 

(Question)

semantic index

Search result / related data

{information}

{instruction}

{prompt}

How Microsoft 365 Copilot works – YouTube, Follow the Prompt! Tracking and Managing Copilot prompts at hyperscale
Related Blog Post: Revolutionize your Enterprise Data with ChatGPT: Next-gen Apps w/ Azure OpenAI and Cognitive Search - Microsoft Community Hub 

Microsoft

AI Modell(s) 

Grounding

Tenant Boundary

Agents

{information}

{instruction}

{prompt} 

based on user 
permissions Retrieve 

enterprise data 

Work IQ

https://www.youtube.com/watch?v=B2-8wrF9Okc
https://www.youtube.com/watch?v=B2-8wrF9Okc
https://www.youtube.com/watch?v=B2-8wrF9Okc
https://ignite.microsoft.com/en-US/sessions/BRK273?source=sessions
https://techcommunity.microsoft.com/t5/ai-applied-ai-blog/revolutionize-your-enterprise-data-with-chatgpt-next-gen-apps-w/ba-p/3762087
https://techcommunity.microsoft.com/t5/ai-applied-ai-blog/revolutionize-your-enterprise-data-with-chatgpt-next-gen-apps-w/ba-p/3762087
https://techcommunity.microsoft.com/t5/ai-applied-ai-blog/revolutionize-your-enterprise-data-with-chatgpt-next-gen-apps-w/ba-p/3762087
https://techcommunity.microsoft.com/t5/ai-applied-ai-blog/revolutionize-your-enterprise-data-with-chatgpt-next-gen-apps-w/ba-p/3762087
https://techcommunity.microsoft.com/t5/ai-applied-ai-blog/revolutionize-your-enterprise-data-with-chatgpt-next-gen-apps-w/ba-p/3762087


Wann halluziniert 

eine KI?



Fünf Grundpfeiler der KI-Readiness

Geschäfts-

Strategie

Technologie-

Strategie

KI-Strategien Organisation & 

Kultur

KI-Governance

https://aka.ms/AI-Success-Whitepaper 

https://aka.ms/AI-Success-Whitepaper
https://aka.ms/AI-Success-Whitepaper
https://aka.ms/AI-Success-Whitepaper
https://aka.ms/AI-Success-Whitepaper
https://aka.ms/AI-Success-Whitepaper


Die zwei Säulen von AI: Data Governance und User 

Scenarien



Fünf Grundpfeiler der Data Governance

Rollen und 

Rechte 

Management

Datenlebens-

Zyklus

Daten-

Klassifizierung

Daten-

Speicherorte

https://aka.ms/datahero  

Daten-

Hygiene

https://aka.ms/datahero


Rollen und Rechte 

Management

(RBAC)



Mit 

Microsoft Entra ID 

Governance

stehen alle immer auf 

der richtigen Seite!

Entra ID Governance | M365 Maps

https://m365maps.com/files/Entra-ID-Governance.htm
https://m365maps.com/files/Entra-ID-Governance.htm
https://m365maps.com/files/Entra-ID-Governance.htm


RBAC (Role based access control)

 Gibt es sinnvolle RBAC Konzepte?

 Werden dynamische Gruppen genutzt?

 Gibt es regelmäßige Überprüfungen?

 Wie viele Menschen haben Zugriff auf 

welche Daten?

 Welche Systeme werden für welche 

Daten verwendet – und macht das so 

Sinn?

Manage team settings and permissions in Microsoft Teams - Microsoft Support

https://support.microsoft.com/en-us/office/manage-team-settings-and-permissions-in-microsoft-teams-ce053b04-1b8e-4796-baa8-90dc427b3acc
https://support.microsoft.com/en-us/office/manage-team-settings-and-permissions-in-microsoft-teams-ce053b04-1b8e-4796-baa8-90dc427b3acc
https://support.microsoft.com/en-us/office/manage-team-settings-and-permissions-in-microsoft-teams-ce053b04-1b8e-4796-baa8-90dc427b3acc


Datenlebenszyklus



Mit Microsoft 

Purview bringt ihr

Leben in den Zyklus!

Microsoft Purview Suite | M365 Maps

https://m365maps.com/files/Microsoft-Purview-Suite.htm
https://m365maps.com/files/Microsoft-Purview-Suite.htm
https://m365maps.com/files/Microsoft-Purview-Suite.htm


Datenlebenszyklus

 Wo entstehen Daten?

 Wann und wie werden Daten geteilt?

 Wann werden Daten veröffentlicht?

 Wann werden Daten archiviert und 

wohin?

 Wann können/dürfen/müssen Daten 

gelöscht werden?

Learn about Microsoft Purview Data Lifecycle Management | Microsoft Learn

https://learn.microsoft.com/en-us/purview/data-lifecycle-management


Data lifecycle management



Datenklassifizierung



Mit Microsoft Purview 

sichert ihr die Daten

oben, unten, links und 

rechts!

Microsoft Purview Suite | M365 Maps

https://m365maps.com/files/Microsoft-Purview-Suite.htm
https://m365maps.com/files/Microsoft-Purview-Suite.htm
https://m365maps.com/files/Microsoft-Purview-Suite.htm


Datenklassifizierung

 Welche Klassifizierungen gibt es?

 Passen diese zum Lifecylce?

 Beinhalten diese Berechtigungen, 

Verschlüsselung, Retentions?

 Wie ist die Integration mit Data Loss 

Prevention?

 Schützt mich dies vor der KI?

Understand data classification in the Microsoft Purview governance portal | Microsoft Learn

https://learn.microsoft.com/en-us/purview/concept-classification


Beispiel



PREREQUISITES

・ Available to tenants with Copilot for Microsoft 365 subscriptions

・ Activation requires Global/Tenant/SharePoint admin rights 

Restricted SharePoint Search
Expected general availability: Spring 2024

・ Restricted SharePoint Search is designed for organizations 
particularly concerned about unintentional oversharing of content

・When enabled, Copilot experiences and organization-wide search 
are limited to a select set of SharePoint sites, as well as the 
individual user’s files and content

This is intended as a temporary solution to give you time to 
review and audit site permissions, while implementing robust 
data security solutions from Microsoft Purview and content 
management with SharePoint Advanced Management.

IMPACT 

Restricted SharePoint Search disables organization-wide search, 
while allowing you to select sites that you trust. This means users in 
your organization can use Copilot to reason over:

・An allowed list of curated SharePoint sites set up by admins (up 
to 100 SharePoint sites), honoring existing permissions on a site

・Users’ OneDrive for Business, chats they are part of, emails they 
send and receive, calendars to which they have access, etc.

・Files that are shared with, and accessed by users

・Content from users’ frequently visited sites

Turning on Restricted SharePoint Search does not affect the site’s 
index or associated DLP and labeling policies.

Access this blog for more info.

https://aka.ms/RSS/Blog


Datenspeicherorte



Microsoft’s cloud infrastructure

Available regions

Regions coming soon

Network PoP

WAN links

70+ 
Azure

regions 400+
Datacenters
worldwide 600K+ Kilometers of

fiber 190+ Network
PoPs



Datenspeicherorte

 Wo sind welche Daten?

 Sind diese sinnvoll zugreifbar?

 Wurden RBAC, Klassifizierung und 

Lifecycle Konzepte umgesetzt?

How Microsoft 365 Copilot can work with your external data

https://techcommunity.microsoft.com/t5/microsoft-mechanics-blog/how-microsoft-365-copilot-can-work-with-your-external-data/ba-p/3937645
https://techcommunity.microsoft.com/t5/microsoft-mechanics-blog/how-microsoft-365-copilot-can-work-with-your-external-data/ba-p/3937645


Datenhygiene



Datenhygiene

 Welche Vorschriften gibt es für Dateien?

 Welche Vorschriften gibt es für die 

Ablage von Dateien?

 Werden Meta-Daten genutzt?

(Tags, Kategorie, Title, Accessibility) 

 Was sind ROT (Redundant Obsolete 

Trivial) Daten und wie werde ich sie los?

https://aka.ms/datahero#naming 

https://aka.ms/datahero#naming


Wie sehen heute typische Ordner und Files aus?

Trim existing versions on site, library, or OneDrive - SharePoint in Microsoft 365 | Microsoft Learn

Plan version storage for document libraries - SharePoint in Microsoft 365 | Microsoft Learn

Introducing Knowledge Agent in SharePoint | Microsoft Community Hub

https://learn.microsoft.com/en-us/sharepoint/trim-versions
https://learn.microsoft.com/en-us/sharepoint/trim-versions
https://learn.microsoft.com/en-us/sharepoint/trim-versions
https://learn.microsoft.com/en-us/sharepoint/plan-version-storage
https://learn.microsoft.com/en-us/sharepoint/plan-version-storage
https://learn.microsoft.com/en-us/sharepoint/plan-version-storage
https://techcommunity.microsoft.com/blog/spblog/introducing-knowledge-agent-in-sharepoint/4454154


Marry Poppins der Gegenwart:

SharePoint Advanced Management & 

Knowledge Agent 

SharePoint Advanced Management Get started with Knowledge Agent (preview)

https://m365maps.com/files/SharePoint-Advanced-Management.htm
https://learn.microsoft.com/en-us/sharepoint/knowledge-agent-get-started


Wie sehen heute typische Ordner und Files aus?

Plan version storage for document libraries - SharePoint in Microsoft 365 | Microsoft Learn

https://learn.microsoft.com/en-us/sharepoint/plan-version-storage#understand-version-storage-under-automatic-limits
https://learn.microsoft.com/en-us/sharepoint/plan-version-storage#understand-version-storage-under-automatic-limits
https://learn.microsoft.com/en-us/sharepoint/plan-version-storage#understand-version-storage-under-automatic-limits


Exkurs: Vector Search – wie war es früher?

Phrase Result

Golf Auto

Golf Sport

Golf Volkswagen

Golf Rory McIlroy

Golf PGA

How vector search and semantic ranking improve your GPT prompts

Semantic Index for Copilot | Microsoft Learn

https://www.youtube.com/watch?v=Xwx1DJ0OqCk
https://learn.microsoft.com/en-us/microsoftsearch/semantic-index-for-copilot


Exkurs: Vector Search – wie geht KI heute vor?

Golf (
Sport) Golf (Auto)

PGA
Volksw

agen

Audi

BMW
Te

nnis

How vector search and semantic ranking improve your GPT prompts

Semantic Index for Copilot | Microsoft Learn

https://www.youtube.com/watch?v=Xwx1DJ0OqCk
https://learn.microsoft.com/en-us/microsoftsearch/semantic-index-for-copilot


Empowering 

Innovation: 

The Urgent Need 

for Controlled 

AI Utilization

https://aka.ms/stephanus/aigis

https://aka.ms/stephanus/aigis


Microsoft Defender for Cloud Apps supporting EUAI Act

https://st-s.info/byoai

https://st-s.info/byoai
https://st-s.info/byoai
https://st-s.info/byoai


Blocking download OpenClaw Installer



Blocking OpenClaw.ai Webpage



Checking chatgpt.com -> it is working! 



Can chatgpt work with my work documents? NOOO!



What about Copilot? Yaaaayyy!!!



Can I block data from Copilot usage? Yes, we can!

Video: https://st-s.info/byoai

and technical description! 

https://st-s.info/byoai
https://st-s.info/byoai
https://st-s.info/byoai






Copilot DLP



Call to action!
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