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Attack services are cheap

Crime as a Service (CaaS)

Exploit kits:
Price: $1,400
per month

Attackers

Highest average price

Zero-days:
i Price: $50,000 to $3.5M

Ransomware:

Price: $66 upfront or
30% of the profit
(affiliate model)

($180k average)

Loads (compromised device):
Price: PC - $0.03 to $1.80
Mobile - $0.68 average

. Breaching services on
% a per job basis:
: $10,500 average

(as low as $250)

® | Spearphishing services:
Price: $100 to $1,000 per
successful account take over

Compromised accounts:
Price: $150 for 400M
Averages $1.14 per 1,000

Denial of Service:
Price: $766.67 per month



The State Of 80-90% 709 Human-operated

ransomware attacks
of all successful ransomware

Cy b e rC rl m e compromises originate through Of Organizations are up more tha N

SUE GGt encountering human- o
operated ransomware ZOO /O
A return on mitigation (ROM) had fewer than

Key developments framework i helpfulfor 500 employees.

prioritization and may highlight
actions requiring low effort

or resources but that have a

high impact. e

Last year marked a
significant shift in
cybercriminal tactics

Password based
attacks spiked
in 2023

with threat actors exploiting cloud computing resources such

as virtual machines to launch DDoS attacks. When hundreds

of millions of requests per second originating from tens of
thousands of devices constitute an attack, the cloud is our best
defense, due to the scale needed to mitigate the largest attacks.
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Ziel: Return on Investment (ROI) zerstoren

Veranderung der Okonomie der Cybersicherheit

Angreifer: Verteidiger: MICROSOFT:

MAXIMIERUNG RETURN ON INVESTMENT ANGREIFERS ROI ZERSTOREN Vereinfachung erweiterter Moglichkeiten
(“Return” kann monetar/politisch/etc. durch erhebliches Anheben der Kosten fiir Plattform-, Cloud- und loT Ubergreifend
genutzt werden) einen erfolgreichen Angriff

+ schnelles Reagieren/Wiederherstellen

ANGRIFFS-
KOSTEN

Staatlich gefordert

Vereinfachung

Integration

Verteidiger —
i isi ganisiertes Verbrechen
Budget Intelligenz / Automatisierung

Amateure / Script Kiddies

DIE RESSOURCENSTUFEN DER ANGREIFER VARIIEREN

Hinweis: Die Angriffskosten andern sich standig mit dem technischen Fortschritt und der Entwicklung des Geschaftsmodells.



Beste Umsetzung?

.. die Technologie unterstutzt
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Firewall?

.. ja, aber noch viel mehr




*Source: https://arxiv.org/abs/2305.00945

How can we
protect against

at deterring cyberattacks? A

9 9 ()/ Of a't ‘t aCk S ? recent study based on real-world
‘ O _ . attack data from Microsoft Entra
found that MFA reduces the risk
of compromise by 99.2 percent.*

Enable multifactor

Fundamentals
authentication (MFA)

of cyber hygiene

Apply Zero
Trust principles

9 9 /C) Use extended detection and
response (XDR) and antimalware

Basic security hygiene Keep up
still protects against to date
99% of attacks. '
Protect
data
, Outlier attacks on the bell curve make up just 1% |



https://aka.ms/mddr

Deploy the most secure, usable & cost-effective methods @

Bad: Password

Ukraine2022!
Sars-Cov-2
Covid-19
Maga2020!
123456
Qwertz
P@sswOrd!
StopWarl!22

Password

Password
+

Push
Notification

Soft
Tokens OTP

Hard
Tokens OTP

Enable multifactor
authentication

Best:

Microsoft
Authenticator

O

Windows
Hello

FIDO2
Security key



The guiding principles of Zero Trust

Verify explicitly Use least privileged access Assume breach



Siloed security leads to gaps and increased operational overhead

Phishing Open
mail attachment

=

Click a URL

[

s

Exploitation
& Installation

SIEM

g’ Attacker avoids detection in SIEM

Brute force account or use
stolen account credentials

. Attacker collects
reconnaissance &
configuration data

A
A e o

User account
is compromised

(g)

Command
& Control

o
»

Attacker attempts
lateral movement

0O

Exfiltrate data

Attacker accesses
sensitive data

a

0

=

Privileged account
compromised

O

o

Infrastructure
compromised



Close the gaps. Spot once, block everywhere

Y a Microsoft SIEM {‘
Multi-cloud . . 3rd party
Microsoft Sentinel and partners
Account credentials D Sensitive dea(}a ©
IS protect _

are protected Data i safe

N R

= SO < b

Exploitation Command
Phishing mail & Installation & Control User account Lateral movement  Privileged account Workloads is
is blocked prevented prevented is safe is prevented is protected secure

Microsoft Defender
for Cloud

m Microsoft Microsoft 365 Defender




Gartner

Microsoft Security:
fuhrender Anbieter

in sechs Magic
Quadrants von Gartner
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Endpoint
Protection Platforms

Source: Gartner (August 2022)

Unified Endpoint
Management

Security Information and
Event Management



Microsoft — a leader in nine Forrester Wave™ reports

THE FORRESTER WAVE"
Infrastructure-As-A-Service Platform Native Security
Q22023
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Challengers Contenders Performers. Leaders
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*A gray bubble or spen det indicates a nonparticipating vendor.
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